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Internet Governance Forum Deutschland (IGF-D) 

"Trust, Responsibility, Networking: Internet Governance in uncertain Dmes" 

10th September 2025 

 

Who we are 

Since 2008 the German Internet Governance Forum (IGF-D) addresses issues of network policy and 
internet regulaCon. In April 2024, 34 people from the German internet governance community came 
together to found a supporCng associaCon – the Internet Governance Forum Deutschland e. V. – in 
addiCon to our steering commiKee and Secretariat. The supporCng organisaCon is registered with the 
German registry court since the beginning of December 2024. The steering commiKee consists of 
four members of each stakeholder group (Government, Parlamentarians, Technical Community, 
Business, Civil Society, Academia and Youth) that consult the IGF-D in its aim to bring more aKenCon 
to issues of internet regulaCon in Germany poliCcs and the public sphere. It is supported by the 
secretariat, led by DENIC eG since the beginning of 2023. 

 

Annual MeeDng PreparaDon 

In April the Steering CommiKee decided on forming a Programme CommiKee for the IGF-D 2025 
which had its first meeCng at the end of April. The call for proposals opened in May and the 
Programme CommiKee reviewed and consolidated the submiKed proposals over the month of July. 
Members of the Programme CommiKee stayed in close exchange with the session organisers to track 
progress and potenCal problems. 

While the agenda-seZng was fostered by the Programme CommiKee, the Secretariat oversaw finding 
a suitable locaCon, organising the technical support, the communicaCon strategy as well as 
supporCng the Programme CommiKee. 
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Annual MeeDng Overview 

The IGF-D 2025 was held in the RepresentaCon of the Free State of Saxony to the FederaCon with the 
opCon of remote parCcipaCon. Over 150 persons registered for the IGF-D 2025 with a no-show-rate 
of about 30 %.  

Programme 

IGF-D 2025, 10th of September 

Introduc)on & Gree)ngs 

• Markus Franke, RepresentaCve of the Free State of Saxony to the Federal Government 
• Peter Koch, DENIC eG/ IGF-D Secretariat 
• Sophia Longwe, Youth IGF-D 

 

Cables, chips and satellites: What infrastructure do we need? 

From fibre opCc cables to satellite networks: digital infrastructure is increasingly becoming the scene 
of geopoliCcal power struggles. At the same Cme, new areas of social tension are emerging – from 
the energy consumpCon of data centres to surveillance from space. Germany and the EU want to 
strengthen their digital capacity to act. But what infrastructure do we really need? Which goals 
should be prioriCsed? And who should ulCmately retain control? MulC-stakeholder perspecCves on 
the facets of physical digital infrastructure and the strategy of digital sovereignty. 

Format: Combined lightning talks followed by a panel discussion 

Speaker: 

• Klaus Landefeld (eco) 
• Aline Blankertz (Rebalance Now e. V.) 
• Dr. Katja Muñoz (DGAP) 
• Hailan Wang 
• Ben Burmeister (moderaCon) 

 

Surveillance vs. the rule of law? Police work in a networked world 

Secure communicaCon is a fundamental right. However, a high-level group of experts is proposing to 
lih encrypCon for law enforcement at European level. The corresponding strategy (Protect EU) is now 
available, and the technical implementaCon is to be finalised next year. Together with automated 
data processing, including biometric data – which is also controversial – security authoriCes could 
significantly increase their informaCon capabiliCes. Civil society groups, lawyers and cybersecurity 
researchers counter that these plans not only destroy business models, such as those of VPN 
providers, and create more uncertainty, but also violate fundamental rights and have no place in a 
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democracy. What is new about the current debate on surveillance and privacy? How does the issue 
affect internet governance and what posiCon should Germany take? 

Format: There will be an introducCon by Dr Alexander Klimburg (The Hague Centre for Strategic 
Studies), followed by a fishbowl panel with the following speakers: 

• Klaus Landefeld (eco) 
• Dirk Kunze (Managing Director Cyber Resilience Lab) 
• Kolja Weber (FlokiNet, CEO) 
• Alena Epifanova (moderaCon) 
• Justus von Daniels (CorrecCv.org)  

 

German digital policy in this legisla)ve period 

Keynote speech + Q&A session with Parliamentary State Secretary Thomas Jarzombek (BMDS) 

 

Update WSIS+20 

Brief overview of the status of the WSIS+20 review process and informal exchange with the IGF-D 
community on quesCons, feedback and input. 

Speaker: Swantje Jäger-Lindemann (BMDS) 

 

Visible. Vulnerable. Protected? Personal integrity in the digital space 

Digital violence, algorithmically controlled visibility and weak protecCon mechanisms jeopardise the 
right to free development and parCcipaCon in the digital space. Vulnerable people are parCcularly 
affected. The concept of personal integrity offers an approach to combining responsibility, protecCon 
and digital self-determinaCon. In the fishbowl, we discuss how digital protecCon and interacCon 
spaces can be effecCvely designed. 

Format: Fishbowl (4 fixed panel seats, 2 open seats for the audience, fluid seat changes possible) 

Speakers: 

• Kathrin Morasch (Landesmedienanstalt Baden-WürKemberg) 
• Michael Terhörst (Stelle zur Durchsetzung von Kinderrechten in digitalen Diensten (KidD)) 
• Grit Lange (netzforma* e.V.) 
• ModeraCon: Torsten Krause (SChung Digitale Chancen) 
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Self-protec)on out of ac)on – domain security in Germany in 2025: an analysis, an appeal, a way 
out 

Domains are the digital gateways to public authoriCes, companies and organisaCons, yet an alarming 
number of them are unprotected. A recent analysis of over 20,000 domains in Germany reveals 
serious security gaps: only 2% meet basic standards, while 98% remain vulnerable. This lightning talk 
will show why domain security is ohen neglected despite NIS2, GDPR and IT baseline protecCon, and 
what risks this poses for society and digital sovereignty. 

It also serves as a teaser for a small series of webinars by IGF-D to follow in the autumn, which will 
deal with further quesCons and problems relaCng to DNS and Transport Layer Security (TLS), among 
other things. 

Lightning Talk: Daniel Strauß (InterNexum GmbH | Lecturer at ZiKau/Görlitz University of Applied 
Sciences & Saxony CooperaCve State University) 

 

Towards sustainable computer criminal law – security, innova)on and legal certainty 

Ethical hacking strengthens cyber security and is a key component of digital security in our society, 
but legal grey areas ohen hinder responsible IT security research. This session discusses how modern 
computer criminal law can create a clear framework and enable innovaCon by 2030. InternaConal 
best pracCces and concrete reform proposals such as pre-registraCon, reporCng centres and binding 
standards for companies will be presented. The aim is to create an innovaCon-friendly environment 
that legally safeguards and acCvely promotes security research. This will strengthen digital resilience 
in the long term and build trust in IT security in Europe. 

Format: Panel discussion 

Speakers: 

• Kara vom KollekCv Zerforschung  
• Florian Hantke (CISPA Helmholtz Center for InformaCon Security) 
• Michael LiKger (cyberintelligence.insCtute)  
• Tim Philipp Schäfers (Mint Secure)  
• Alena Jakobs (moderaCon) 

 

Costs 

The event could be aKended for free. The Free State of Saxony's representaCve office to the federal 
government has provided the IGF-D with its premises free of charge. Sponsoring from ISOC 
FoundaCon covered the costs for technical personnel and equipment while DENIC eG sponsored 
catering. AddiConally, HerCe School and eco contributed smaller amounts e.g. for travel expenses of 
speakers. 
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Event costs 9221,74 EUR 
Technical personnel and equipment 4176,90 EUR 
Catering 4681,84 EUR 
Travel Costs 363,00 EUR 

 

Organisa)on DENIC eG ISOC Founda)on Her)e School eco 
Contribu)on 4681,84 EUR 4275,68 EUR 

 
350 EUR 363 EUR 
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